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Kwang Bae Park, Hwan Kyoung Ko and Sunghee Chae, Partners
at Lee & Ko discuss the implications of South Korea amending
the Act on Promotion of Information and Communications
Network Utilization and Information Protection 2001.
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Healthcare as we know it is undergoing a step
change. The uptake of mHealth apps and other
digital health technologies on the market have
led to an explosive rate of adoption by healthcare
organisations and consumers of Internet of
Things (`IoT') devices, cloud-based services and
Big Data analytics. This promises to transform
and disrupt how consumers access medical
services and receive (and take responsibility
for) personalised, bespoke healthcare.
This healthcare revolution has also vastly
expanded the categories and volumes of data
being collected from patients by the industry.
These data, and their consequent socio-medical
applications, promise very real opportunities
for consumers to receive personalised, real-
time healthcare services that could materially
reduce the cost of treating chronic and lifestyle
diseases and their medical complications.

Those data are, however, a glittering prize for
cyber criminals, not least because the pace of
change in cyber security awareness has not kept
pace with the rate of growth of data ingestion
in the digital health sector. Despite the pressing
need for effective defences against cyber security
breaches, many digital health devices and
businesses are not sufficiently well-equipped to
withstand the tide of attacks on the horizon. This
is, in part, because the digital health charge is
not being led by large, established organisations

well-versed in risk and regulation. Instead, the
vanguard is made up of start-ups, who may for one
reason or another prioritise other matters, such
as ensuring their product's medical performance
and patient safety, and/or accelerating their time-
to-market, over investing in proofing their product
and business against cyber crime. This approach
is in part reflected in much of the regulation that
governs medical devices, which focuses largely
on patient health, rather than on the prevention,
and remediation, of cyber security breaches.

In belated acknowledgment of this oversight, the
EU has introduced a raft of new regulation over
the past year. It is undeniable that the regulatory
burden on companies engaged in the digital
health sector has increased and will continue
to do so. In this respect, while the development
and implementation of safeguards have lagged
behind the pace of development in the digital
health sector, the consequences for businesses
that fail to maintain their cyber security defences
have not; a cyber security breach can be the
catalyst for potentially crippling fines, unwelcome
litigation and, ultimately, reputational meltdown.

Robert Allen, Paolo Caldato and David
Fitzpatrick of Simmons &Simmons LLP consider
some of the resultant cyber security issues
about which investors thinking of entering
the digital health market need to know.
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Regulatory framework

There are a number of pieces of relevant

legislation that fall to be considered fn

order to understand the extent of the

challenge facing digital health start-ups.

The MDR
The regulatory framework that governs

the security of medical devices in the

EU tends to focus on patient safety,

with few direct references to cyber

security risk. The framework has recently

been through root-and-branch reform,

culminating in, amongst other things,

Regulation (EU) 2017/745 of the European

Parliament and of the Council of 5 April

2017 on medical devices ('MDR').

One of the effects of the MDR is that

it expands the definition of'medical

device' in its antecedent legislation

(which had already encompassed

medical software used for, amongst

other things, the investigation, diagnosis,

prevention, monitoring, treatment and/or

alleviation of medical afflictions), so as to

include software used for the prognosis

and prediction of diseases and, by

association, their accessories (that is,

articles intended by manufacturers to

be used in accordance with the device's

purpose or to assist its functionality). This

broader definition presents challenges

for an exponentially-growing market;

what a manufacturer may consider to

be the latest consumer fitness app or

bells-and-whistles smartphone could

actually transpire to be a medical device

that requires strict regulatory compliance

(including in relation to cyber security)

in order to be commercialised legally.

The MDR goes further than previous

legislation in what it says about cyber

security. It requires each relevant device

to be designed and manufactured to:

(i) remove or reduce as far as possible

the risks associated with the possible

negative interaction between software

and the IT environment with which
it operates and interacts; and (ii)

protect against unauthorised access

that could hamper the device from

functioning as intended. Manufacturers

are also required to set out minimum

requirements concerning hardware,

IT network characteristics and IT

security measures, including protection

against unauthorised access.

The GDPR

The General Data Protection Regulation

(Regulation (EU) 2016/679) ('GDPR')

increases the demands on healthcare

organisations and app developers

from a cyber security perspective.

Both data controllers and processors

are required to implement security

measures that are appropriate,

taking into account factors such as

data type, the nature and purpose of

processing, the risk to individual rights

associated with any security breach

and the costs of implementation.

Personal data breaches must be notified

by data processors to data controllers,

and by data controllers to the relevant

supervisory authority (in the UK, the

Information Commissioner's Office ('ICO'))

without undue delay. In the case of data

controllers, this notification should, where

feasible, take place within 72 hours of

the data controller becoming aware of

the breach, but no notification need take

place if the breach is unlikely to result

fn a risk to the rights and freedoms of

natural persons. Where such a risk is

high, however, the data controller must,

without undue delay, notify the data

subjects of the personal data breach,

unless: (i) appropriate technical and

organisational protection measures

were applied to the data affected by

the breach; (ii) the data controller has

taken subsequent measures to ensure

that the risk to rights and freedoms

of data subjects is no longer likely to

materialise; and (iii) it would involve

disproportionate effort (in which

case, there would Instead be a public

communication or similar measure

whereby the data subjects would be

informed in an equally effective manner

as that prescribed by the notification

requirements). Breaches are not to be

taken lightly and can lead to fines of

up to 4°~ of global annual turnover.

The NlS Directive

Comparatively little attention has

been given to the EU Directive on the

Security of Networks and Information

Systems ('the NIS Directive'), which is

often referred to as 'the Cybersecurity

Directive: The NIS was implemented in

the UK on 10 May 2018 by the Network

and Information Systems Regulations

2018 ('the NIS Regulations'). The NIS

Directive subjects operators of essential

services ('OESs'), such as healthcare

providers, and relevant digital service

providers (`RDSPs'; namely, providers

of online marketplaces, online search

engines and cloud computing services)

to additional risk management and

reporting requirements, and requires

the creation of national frameworks

for security of networks, national

computer security incident response

teams ('CSIRTs'), national single points

of contact (`SPOCs') and other national

authorities. As of 10 August 2018,11

Member States, including the UK, have

complied with their implementation

obligations. Letters have been sent

to the remaining Member States. A

myriad of medical devices and digital

health apps fall under the scope of the

NIS Directive by virtue of constituting

network and information systems

under the terms of the legislation.

Implementation of the NIS
Directive in the UK
The NIS Regulations favour broad
outcome-based principles over
prescriptive rules. The NIS Regulations
also designate the Government
Communications Headquarters ('GCHQ')
as the UK's SPOC and CSIRT. In its
capacity as the UK's SPOC, the GCHQ
must consult with other EU Member
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States to ensure cross-border co-
operation and liaise with NIS enforcement
authorities to ensure that they fulfil theft
obligations under the NIS Regulations
(regulation 4(2)). As CSIRT, the GCHQ
must monitor incidents in the UK,
provide warnings and reports, respond
to any incident notified to it under
regulation 11(5)(b) or regulation 12(8);
and promote risk and incident handling,
among other matters (regulation 5(2)).

In practice, the National Cyber Security
Centre ('NCSC'), which forms part
of the GCHQ, fulfils both roles. The
NCSC therefore acts as the SPOC for
EU partners on the NIS Directive and
in the UK acts as an advisory body,
providing technical support and guidance
to other government departments,
competent authorities and OESs.

The NCSC has published four top-level
objectives for OESs (under which sit
14 high-level compliance principles).
These are: (i) managing security
risk; (ii) defending systems against
cyber attacks; (iii) detecting cyber
security events; and (iv) minimising the
impact of cyber security incidents.

The UK Government has opted for
a multiple 'competent authorities'
approach for OESs, detailed in
Schedule 1 of the NIS Regulations.
Competent authorities are responsible
for various matters, including:

• preparing and publishing guidance to
assist OESs or RDSPs in meeting the
requirements of the NIS Regulations;

• establishing identification thresholds
for OESs in their sector or region;

• consulting and co-operating with each
other, the CSIRT, SPOC and ICO;

• assessing compliance of operations
with the NIS's requirements;

• determining thresholds for reportable
incidents in their sectors or region; and

• enforcement of the NIS
Regulations, including through

issuing notices and penalties.
The ICO is the sole competent
authority for RSDPs (regulation
14 of the NIS Regulations).

OESs were required to notify their
respective competent authorities
before 10 August 2018 that they qualify
as OESs under the NIS Regulations.
RDSPs must register with the ICO
before 1 November 2018 or within
three months of becoming 'relevant:

I n its consultation paper in relation to
the NIS Regulations, the Department
for Digital, Culture, Media &Sport
acknowledged that the UK Government
was restricted in its implementation
of the NIS, owing to the existence
of an EU implementing Regulation
(Commission Implementing Regulation
(EU) 2018!151 of 30 January 2018)
that further specifies elements and
parameters for setting security and
notification requirements for RSDPs.

NIS reporting requirements
and enforcement
OESs are required to notify the relevant
competent authority of any incident
that'has a significant impact on the
continuity of the essential service which
that OES provides; while RDSPs must
report to the ICO 'any incident having
a substantial impact on the provision of
any of the digital services [that applies]'
within the EU (not solely within the
relevant Member State). In assessing
the extent of the risk, OESs and RDSPs
must consider: (i) the number of users
affected by the incident; the duration of
the incident; and the geographical area
affected by the incident (regulations 11
and 12 of the NIS Regulations). RSDPs
must also consider the extent of the
disruption to the functioning of the
service and the extent of the Impact
on economic and societal activities.
Reporting timeframes mirror those in the
GDPR, in that notification to the relevant
competent authority must take place

'without undue delay' and no later than
72 hours after the OES or RDSP becomes
aware of the incident. The relevant
competent authority or CSIRT may (and,
in the case of an RSDP, must) inform the
public of a security incident, where it is
considered that public awareness of the
incident is necessary (regulations 11(7)
(b) and 12(12)(b) of the NIS Regulations).

Relevant competent authorities are
empowered to monitor compliance
with security and notification duties by
conducting, or ordering, inspections
(unlike under the GDPR, the reasonable
costs of inspections will be borne
by the relevant OES or RSDP). The
most serious breaches of the NIS
Regulations can leave a company
liable for a fine of £17,000,000.

Although the NIS Directive and the
GDPR were designed to address
different EU concerns (the former
is intended primarily for companies
that are involved in providing critical
infrastructure services, while the latter
addresses all organisations that process
personal data) there is a considerable
degree of overlap between them. For
example, if a digital health provider or
healthcare organisation were hacked,
both the personal data that it held (in
respect of which the GDPR would apply)
and its service delivery (in respect of
which the NIS Directive would apply)
would be likely to be compromised.

Breach and liability
A cyber security or other data breach
can have an impact far beyond the
immediate aftermath and remediation
process, in the form of large fines,
litigation and reputational damage. It
is, therefore, important for investors to
consider these risks and assess where
liability may lie in event of a breach.

lCO fines
It remains to be seen how enforcement
action will look in the post-GDPR climate.
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Whatever the nature and basis

of a potential dispute, investors

should be live to the fact that
litigation is uncertain, and,

even where claims asserted

are meritless, they still require

time and money to be properly

defended, and can lead to

the business in question

being irreparably damaged
from a PR perspective.
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The severity of the sanctions now
available to the ICO, coupled with an
increase in the ICO budget for 2018/2019
from £24 million to £34 million (partly
owing to the need for more enforcement
officers), might suggest that higher fines
will become the norm. Some experts
consider this to be a warning shot from
the ICO and an indication that future
enforcement action will have more
teeth than previously was the case.

Such assertions may, however, be
premature: the ICO has indicated that it
has "no intention of changing the ICO's
proportionate and pragmatic approach"
and that "hefty fines will be reserved for
those organisations that persistently,
deliberately or negligently flout the law."

Whichever view one takes, the digital
health industry should pay particular
attention to the ICO's intended focus
on large scale data and cyber security
breaches involving sensitive information

Civi! litigation
The GDPR may also signal the dawn of
a more litigious culture in healthcare, at
least in relation to breaches involving
personal data. Whereas previously
consumers may have been kept in
the dark as to a breach, the new self-
reporting requirements mean that
they will now be notified of a breach
at the same time as the regulatory
authority; large regulatory fines may
encourage knock-on litigation (or
even motivate particularly vexed
consumers to bring claims during
the ICO's enforcement process).

Contracts may also provide a basis
for further liability in the event that
a business's cyber security systems
are compromised, although the
relevant contractual nexus (and,
therefore, where that liability lies) will
be heavily dependent on the way In
which the product is delivered to, and
operated in, the market. Where digital
health companies not only design

Even the most innovative product is likely

to fail if its commercialisation vehicle is

exposed to significant losses owing to cyber

security and data breach vulnerabilities.

and manufacture products, but also
support or run those products as third
party service providers for healthcare
organisations, they may face claims for
termination or contractual damages,
pursuant to data protection clauses that
have been breached as a result of cyber
security failures. Consideration should
also be given to any misrepresentations
made to healthcare organisations,
direct customers, or other third
parties, as to the robustness of the
app's cyber security systems. These
could result in misrepresentation
claims by shareholders, suppliers,
customers, or even investors.

Irrespective of whether the cyber
security incident in question causes
a data breach, in the absence of
enforceable contractual restrictions
on liability, claims can arise where the
disruption to a business caused by
a cyber security incident leaves the
business unable to fulfil other contractual
duties owed to Its business counterparts.

Investors considering board seats
after the acquisition of a digital health
company should also be aware that they
themselves may be potentially exposed
to creative consumer claims, most
likely for alleged breaches of fiduciary
duties under the Companies Act 2006.
Attempts could be made, for example,
to argue that a failure to mitigate, and
remedy, a cyber security incident
constitutes a breach of a director's duty
to promote the success of the company,
and/or to exercise reasonable skill and
diligence in the conduct of his role, which,
if made out, could give rise to personal
liability on the part of the director.

Even if that litigation does not materialise,
where customer data have been
compromised, companies can find
themselves feeling pressure to offer
to their customers significant ex gratia
goodwill payments in order to mitigate
any damage that the breach has
caused to the customer relationship.

And, of course, additional pressure to
reach such an accommodation (on a
confidential basis) is likely to arise from
the fact that consumers (particularly
those within patient groups) are
heavily active in social media, and
awareness of a successful claim is
consequently likely to spread rapidly
(and thereby generate copy-cat claims).

Whatever the nature and basis of a
potential dispute, investors should
be live to the fact that litigation is
uncertain, and, even where claims
asserted are meritless, they still
require time and money to be properly
defended, and can lead to the
business in question being irreparably
damaged from a PR perspective.

Conclusion
No one should invest in a digital
health start-up without having a
deep understanding of the business
itself, as well as the product being
commercialised. Even the most
innovat(ve product is likely to fail if its
commercialisation vehicle is exposed
to significant losses owing to cyber
security and data breach vulnerabilities.
What is key is proper due diligence
in order to ensure, amongst other
things, a thorough understanding of
the technology's genesis, purpose
and method of operation, as well
as the business's ability to meet the
above regulatory requirements.

The sophisticated investor considering
taking a stake in a digital health
start-up should be prepared for the
usual challenges of dealing with an
immature business, coupled with
the particular challenges arising out
of the fountain of personal data that
such businesses control and the
disproportionate regulatory burdens
facing the industry, without expecting a
small digital health company with little
experience, manpower or interest in
commercial matters beyond innovation,
to be market-ready on its own.
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